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I/IHCprKIII/IH 0 NIPUMEHCHUU CPEACTB aHTHBprCHOﬁ 3allMUTBI nncl)opMamm

1. Tepmunwl u onpeodenenusn

B UnHcTpykiuu 0 NpUMEHEHUM CPEJCTB aHTUBHUPYCHOM 3aluThl MHpOpManuu (naiee -
WHCTpyKIMs) UCTIONB30BaHbI CIEAYIOIINE TEPMUHBI U ONPEICIICHUS:

Ilonv3zo6amenu - NOIKHOCTHBIE JIMIA, a TaKKe BCE APYIHE JIMIA M OpPraHU3alMH,
UCIIOJIB3YIONIHE B pab0oTe CPeCTBA SJEKTPOHHO-BBIYUCIUTEIBHON TEXHUKH.

Aomunucmpamopsl anmusupycHou 3awumol ungopmayuu (1ajaee -aIMHUHHCTPATOPBI) -
JMOJKHOCTHBIE — JMIA TojJpa3felneHudl  WHGOPMAMOHHONW  0e30macHOCTH  (TEXHUYECKHX
NoJipa3/iesieHnii), Ha3HAYEHHbIE OTBETCTBEHHBIMHU 3a JKCIUIyaTallUl0 CPEACTB aHTHUBUPYCHOMU
3amuThl UHGOpManMU U oOecrneyuBarolue OpraHu3anuio U 3(G(EKTUBHOE HCIOJIb30BaHUE
CHCTEMBI aHTUBHPYCHOM 3alIUTHI HH(POPMALIHH.

Jlokanvro-eviuuciumenvruas cemv (manee - JIBC) - rpynma OBM, a Takxke
nepudepuiitHoe 000pyaOBaHUE, OOBEIMHEHHBIE OJHUM WM HECKOJHKUMH aBTOHOMHBIMH
(HeapeHayeMbIMH) BBICOKOCKOPOCTHBIMH KaHaJaMH Iepenadyd HU(POBBIX JaHHBIX B Mpejaenax
OJIHOTO WJIM HECKOJIbKMX OJIM3JIEKAIUX 3/1aHUH.

Aumueupycuas 3awuma uHmgopmayuu - CHUCTEMa OPTaHU3AIMOHHO-TEXHHUYECKHUX
MEpOTIPUATHI, TPEOOBaHUI U YCITOBUN MCIOJIb30BAHUS IJIEKTPOHHO-BBIUUCITUTEIFHON TEXHUKH,
IpeJHa3HaueHHas A [PEeNOTBPALLEHUS  3apakeHHs  NPOrpaMMHBIMHU  BHpYyCaMu
MH(OPMALIMOHHO-BBIUNCIUTEIBHBIX ~ PECYpPCOB  IOCPEICTBOM  IPUMEHEHHUS  CpElCTB
AHTUBUPYCHOM 3aIIUTHI HH(OPMAIINH.

Bpeoonocnaa npocpamma - miporpamMma i 3JIEKTPOHHO-BBIUMCIMTEIbHBIX MalllUH
(OBM), 3aBeoMO MpuUBOIANIAS K HECAHKIMOHUPOBAHHOMY YHUYTOXKEHUIO, OJIOKMPOBAHHUIO,
Mojupukanuy 1100 KONMMPOBaHUIO MH(pOpMaluu, HapyuieHuo padotel 9BM, cucremsr 9BM
WJIN UX CETH.

Ilpocpammusie 6upycvl - PA3HOBUIHOCTb BPEIOHOCHBIX IPOrPAMM, OTINYUTEIBHOU
0COOEHHOCTBIO KOTOPBIX SIBJISETCS CIIOCOOHOCTD K Pa3MHOKEHUIO
(camoperukanuu). B nomonHeHMe K 3TOMY OHHM MOTYT HOBpPEXAAaTh WM TOJTHOCTBIO
YHUYTOXXATh JaHHbIE, MOJKOHTPOJbHBIE MOJIb30BATEN0, OT UMEHH KOTOPOro Obuia 3amylieHa
3apa)keHHas [porpamMmma.

Hugpopmayuonno-mexnuveckasn cuyxicba — CTPYKTYpHOE TMOApa3feiieHHe OpraHu3aluy,
OTBETCTBEHHOE 32 (YHKIMOHMPOBAHME aBTOMATHU3UPOBAHHBIX HH(MOPMAIMOHHBIX CHCTEM U
AIIEKTPOHHO-BBIYUCIUTEIBHON TEXHUKH. B HEOONBIIMX OpraHM3alusX Ha HEro MOTYT OBITh
BO3JI0’KEHBI U QYHKIUH CITy>KObI THHOPMAIIMOHHON O€30MaCHOCTH.

2. O6wue nonosicenus

1. Hacrosmas WHcTpyknmsi pa3paboTaHa B IEISX OCYIISCTBJICHHS aHTUBUPYCHOM
3alUThl HHPOPMALUK, coaepxalieiics u o0padaTbiBaeMoil Ha pabOYMX CTAHIMIX CTPYKTYPHBIX
NOJpPAa3/IeIEHuil OpraHu3aliy, OT HECAHKLUHMOHUPOBAHHOIO KONHMPOBAHMA, MOAU(DUKALUH U
paspylIeHHs] JaHHBIX, HCIOJB3YEMBIX B JACATEIBHOCTH YUPEXKACHUS, a TaKKe HapylIeHHS
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paboThl KCIMOJI3yEMOr0 MPOrpaMMHOrO OOecHedeHus: MPH BO3IACHCTBHM BUPYCOB M JIPYTHX
BPEIOHOCHBIX  IIPOIpaMM  IIOCPEACTBOM  KOMIUIEKCA  OpPraHU3alMOHHO-TEXHUYECKHUX
MEPONPUITHIA 110 0OecTeyeHI0 HHPOPMAITMOHHON 0€3011aCHOCTH.

2. Hacrosimas MHCTpyKuus onpenenseT MopsaoK NMPUMEHEHHs! CPEICTB aHTUBUPYCHOM
3alUThl B CTPYKTYPHBIX MOJAPA3JCICHUAX, 3aJlauM, OOS3aHHOCTH U TMpaBa aJMUHUCTPATOPOB
AB3, monp3oBaresneil CpeICTB aHTHUBHPYCHOW 3alIUTHl MH(OPMAIMH, TMOPSIOK YCTAaHOBKU H
NPUMEHEHUS OOHOBICHUM, MOAKIIOUYEHUS CPEACTB aHTUBHPYCHOM 3alUTHI, a TaKXkKe MOPSII0K
JIMKBUJIALIUU TTOCJIEICTBUN BO3EHCTBHS IPOrPaMMHBIX BUPYCOB.

3. TpeboBanus wHacrosmeit HWHCTpyKuuu o00s3aTeNbHBl ISl BBIIOJHEHHS BCEMHU
[I0JIb30BATESIMM, @ TaKK€ HMHBIMU JIMLAMH, HCIOJIb3YIOIIMMU CpPEICTBA BBIYMCINUTEIBHON
TEXHUKH.

4. OOmee pyKOBOJICTBO OOECHEUCHHEM AaHTHBHPYCHOW 3alIUTBl  HWH(pOpMAIHU
OCYIIECTBIISICTC NHPOPMAIIMOHHO-TEXHHYECKOU ciyk00i (nanee - UTC) u oTBETCTBEHHBIM 32
nH(pOpMaAIIMOHHYIO 6€30MaCHOCTh U TEXHUYECKYIO0 3amuTy nHdopmaiuu UTC.

5. OtBeTcTBeHHBIN 3a WH(MOPMALMOHHYIO O€30MACHOCTh W TEXHUYECKYIO 3allUTy
undopmarnuu UTC ocyiiecTBisieT HEMOCPEICTBEHHOE PYKOBOJICTBO OpraHU3aIMeil MpOBEICHUS
paboT Mo aHTUBUPYCHOM 3amuTe HHPOpPMAIIMK B OpraHu3anuu yepe3 corpynuukos UTC.

6. IIpakTHueckoe pemieHue 3ajad, CBA3aHHBIX C OpraHM3alUel aHTHMBHPYCHOW 3aIUTHI
uH(pOpMallMd ¥ TMPUMEHEHHEM CPEICTB aHTUBUPYCHOW 3allUThl UH(OPMALUU B CTPYKTYPHBIX
nozipas3JiesieHus1x, ocyuiectsisercs corpyaaukamu UTC.

7. llpu BO3HMKHOBEHMHM CHTYyallMii, HE BKIIOUEHHBIX B TIOJIO)KCHUS HACTOSIICH
WHcTpyKuuy, pelieHne NpUHUMAETCsl aJMUHUCTPATOPOM IO COTJIACOBAHUIO C OTBETCTBEHHBIM
3a HH()OPMALIMOHHYIO O€30MaCHOCTh M TeXHUYECKYIO 3amuTy nHpopmanuu UTC.

3. ITopsaiook npumenenusn cpeocme aHmueupycHol 3auiumal
ungopmayuu 6 odpazosamenbHoMm yupercoeHuu

1. CpencrBa aHTUBUPYCHOM 3aliuThl MH(QOpPMAIMKM JOJKHBI YCTAaHABIMBATHCS Ha BCEX
CPEACTBAaX BBIYMCIMTEIBHON TEXHHMKH, SKCIUTyaTHUPYEMBIX B 00Opa30BaTEIbHOM YUpPEKIECHUH.
[Ipu TexHONMOrMYEeCKOW HEOOXOIUMOCTH Ha OTIENIbHBIE CPEACTBA BBHIYMCIUTENIBHON TEXHUKU
CpeACTBa AHTMBHPYCHOW 3alIUThl MH(MOPMALMU MOTYT HE ycTaHaBiMBaThCs. CHHCOK TaKuX
UCKITIOUeHHH yTBepxkaaercsa pykooauteneM UTC u nepecmaTpuBaeTcs €XKeroiHo.

2. llopsnok  NpUMEHEHHs  CPEeICTB  aHTHBHPYCHOW  3allMThl  MHQpOpMAaLUU
YCTaHaBJIMBAETCS C yYETOM COOIIOACHNUS CIEAYIOIIMUX TPEOOBAHUII:

- 00s13aTeNbHBI BXOJHOM KOHTPOJIb 32 OTCYTCTBHEM IPOTPaMMHBIX BHPYCOB BO BCEX
NOCTYMAalOMMX Ha OOBEKT HMHPOpPMATH3ALUU DBJIEKTPOHHBIX HOCHUTENSIX HH(pOpmanuu,
MH(POPMALIMOHHBIX MacCUBaX, IPOrPaMMHBIX Cpe/ICTBaxX OOIIEro U CIeNUaTbHOIO Ha3HAUCHMS,

- o0s3aTenbHasl TMPOBEpKA BCEX OJJIEKTPOHHBIX IHCEM Ha TPEIMET OTCYTCTBUS
IIPOrPaMMHBIX BUPYCOB;

- MepuojuyecKkas IpoBepKa Ha MpPEeAMET OTCYTCTBUS MPOrPAMMHBIX BHUPYCOB KECTKHX
MarHUTHBIX JMCKOB (HE peXe OJHOTO paza B HEAENI0) U o0s3arenbHas NpPOBEPKAa ChEMHBIX
HocuTesel nudopmanmu nepes HayajaoM padoThl C HUMH;

- BHEIUIAHOBAas IIPOBEPKA JKECTKUX MArHUTHBIX JHCKOB M CHEMHBIX HOCUTENIEH
nH(pOpMallMU B Cllydae MOJI03PEHHs Ha HAIMYUe POTrPaMMHBIX BUPYCOB;

- BOCCTaHOBJIEHHE pPabOTOCIOCOOHOCTH MPOTPAMMHBIX CPEICTB M HH(POPMAIMOHHBIX
MacCHBOB, MOBPEKIEHHBIX MPOrPaMMHBIMU BUPYCaMHU.

3. VYNOJIHOMOYEHHOE JMIO OpraHu3alMyd MO AHTHUBHPYCHOW 3amuTe HWH(POpPMALUU
o0ecreunBaer:

- ympaBieHHE KOH(UTypaluel W JIOTHYECKOH CTPYKTYypOH BCEro MNpOrpaMMHOIO
o0ecreyeHns CUCTEMbl aHTUBUPYCHOM 3alUThI HH(OpMALIUH;

- YOpaBJI€HHE YCTAaHOBKOW U OOHOBJIEHMEM JIMIEH3MOHHBIX KIIOYEH CpeICTB
AQHTUBHUPYCHOH 3aIIUTHI HH(POPMAIIHIH;
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- yOpaBJICHWE pPAaCChUIKOW W YCTAaHOBKOW OOHOBJICHUN 0a3 CpPEeACTB aHTUBUPYCHOM
3alUTh HH)OpMAIIH;

- OrpaHHYeHHE JOCTylla IIoJIb30BaTelel Ha paboynMx MecTax K HacTpoiikam
YCTAHOBJICHHBIX CPEJCTB aHTHBUPYCHOW 3aIlIUTHI HH(OPMAIIHH;

- HACTPOMKY pacChUIKM COOOIICHUN 00 OOHapy)KeHHH BHPYCOB, O cOOsx B paboTe
CPEJCTB aHTUBUPYCHOM 3alUTHI U T.I1.;

- ylIajJeHHOEe pelleHHe MpoOJiieM, BO3HHMKAIOUIMX B IPOLIECCE HCIIOJIb30BAHUS CPENICTB
AQHTUBHUPYCHOH 3aIIXTHI HHPOPMALIUH.

4, Jlns pabouyux CTaHIMA W CEPBEPOB, KOTOpPhIE HE HMMEIOT moakioueHus Kk JIBC,
CpeACTBa aHTHUBUPYCHOM 3aIiuThl WHGOpPMALMU Ui HUX YCTAaHABIMBAIOTCSA JIOKAJHHO B
MOpsJIKE, ONPEACTICHHOM aIMUHUCTPATOPOM, C Y4eTOM TpeboBanuii HacTosmel MHcTpykium.

5. MHHcTammsmuss ¥ HACTpOWKa CPEICTB AaHTUBUPYCHOH 3aIIuThl WH(pOpMaUU
OCYIIECTBIISIIOTCA B COOTBETCTBUM C IPOTPAMMHON W AKCIUTyaTallMOHHOM JIOKyMEHTallWeH,
MOCTaBJISIEMOM B KOMILJIEKTE C HUMH.

6. KomupoBanue mo6oii uHpOpManuy, MEPEHOCHMONW C MOMOUIBIO JIOOBIX CHEMHBIX
HocuTeNnell MH(OpPMAaluK, TOHKHO TPOHM3BOJUTHCA TOJBKO TIOCIE IPOBEACHUS MPOIETyphI
MOJIHOTO AHTUBUPYCHOTO KOHTPOJISI CHEMHOT'O HOCUTETIS.

7. AxTUBUpYyCHas mpo(]uIaKTUKAa SBISETCS HEOOXOAWMBIM 3JIEMEHTOM 3alllUThl
MH(OPMALIMOHHBIX PECYPCOB YUPEKACHUS OT UX MOIU(DUKALIUY U YHUUTOKEHHUS. AHTUBUPYCHAs
npo(UIAKTUKA COCTOSIHUSI CPEICTB AHTHUBUPYCHOM 3allluThl MH(POpMAllUM Ha CcCepBepax u
pabouMx CTaHIUAX JOJDKHA MPOBOAUTHCS MO COTNIACOBAHMIO C aIMUHUCTPATOpaMu B Hepabouee
BpEMsl, 3a UCKJIFOUEHUEM BHEIITATHBIX CUTYaIUil.

4, Ilopsaook ob6Ho6NeHUA 6A3 OAHHBIX CPEOCH8 AHMUBUDPYCHOU
3augumol unHghopmayuu

1. CsoeBpeMeHHOe OOHOBJIEHHE 0a3 JAHHBIX CpPEACTB AHTUBUPYCHOM  3alUThI
MH(pOpMalLlU B CTPYKTYPHBIX HOJIpa3AesICHUsIX SBJISIETCS HEOTHEMIIEMOM YacThi0 OOecreyeHus
3 PEKTUBHOMN MOJIUTUKU AHTUBUPYCHOM 3alIUThl HH()OPMAIUH.

2. O6HOBIeHNE 0a3 JaHHBIX CPEACTB AaHTHBHPYCHOW 3alIUTHI HH(MOpMAIMA HAa PabOYnX
CTaHIMAX, YCTAHOBJIEHHBIX JIOKAJIBHO B CTPYKTYPHBIX NOAPA3JIEIECHUAX, JOJKHO IPOU3BOAUTHCS
HE pe’ke OJHOIO pa3a B HEAEII0 B MOPSAIKE, YCTaHABIMBAEMOM aJMUHUCTPATOPOM, C Y4ETOM
TpeboBanuit HacTosAme MHcTpykunu.

3. Ha paboueM MecTe aJMHHHCTpaTOpa MOTYT OBITh YCTAHOBJIEHBI CpEJICTBA,
nospossromre uyepe3 JIBC ympaBisiTh KOMIOHEHTaMH CHCTEMBl aHTHBHPYCHOM 3alllUTHI,
YCTaHOBJICHHBIMU Ha paOOuYMX CTAHIUSAX U CepBepax B CTPYKTYPHBIX MOAPA3JCICHUAX, a TaKXKe
IPOBOJIUTH OOHOBIIEHHsSI 0a3 CpeiCTB aHTUBUPYCHOH 3amuThl MHpopMmaluu. B cioydae ecnu
pabouas cTaHuus Mojb30BaTess He noakiaoueHa K JIBC, oOHOBIeHHE CpenCcTB aHTUBUPYCHOM
3alUThl UHPOPMALIMU MIPOU3BOIUTCS MOJIH30BATENIEM Yepe3 CheMHbIE HOCUTETH MH(POpPMAaLUU.
[lepuoanuHOCTh OOHOBIIEHUS  ONpENeNsieTcs MPOrpaMMHBIMU  TPeOOBAaHUSIMU  CPENICTB
AQHTUBHUPYCHOH 3aIIUTHI HH(GOPMAIIMY WM YCTAHABIMBAETCS aIMUHUCTPATOPOM.

5. Obsa3annocmu, npasa u NOPAOOK HA3HAYEHUSA
AOMUHUCIMPAMODPO8

1. AamunucTpaTopsl 00s3aHbl oOecreunBaTh COOJIIOJIEHUE B YUPEKICHUU MOJUTHKU
AQHTUBUPYCHOM 3allUThl WHGOpPMAlMM U BBIABICHHE (DAKTOB 3apa’keHHs] IMPOrpaMMHBIMH
BHpYCaMH.

2. K OCHOBHBIM 33/1a4aM aIMUHHCTPATOpPa OTHOCSTCS OpraHU3alys MMpoLecca YCTAaHOBKU
U OOHOBJEHHS CpEACTB AHTHBMPYCHOW 3amMThl HMHQOpManmuMu Ha padO4YMX CTAHLUAX
MmoJib30BaTeseii U obecreueHrne TEXHHYECKOTO COIMPOBOXKICHUS ICHCTBUU TOJB30BAaTEIICH B
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ciydasx OOHapyKEHHS NpPOTPaMMHBIX BHPYCOB, a TaKX€ OCYIIECTBICHHE KOHTPOJIA 3a
COCTOSIHUEM CHCTEMbI aHTUBUPYCHOM 3aIUThl HH()OPMAIIH.

3. AIMMHHUCTPATOp HECET OTBETCTBEHHOCTh:

- 32 CBOEBPEMEHHYIO YCTAHOBKY CPEJICTB AaHTUBUPYCHOM 3aIIUTHl HHPOPMAIUHY;

- 32 OKCIUTYaTalMiO0 CHCTEMbl aHTHUBUPYCHOW 3aIUTHI HH(POPMALIH;

- 32 CBOEBpPEMEHHOE OOHOBJICHHME JMIEH3MH Ha CpEACTBA AHTUBUPYCHOM 3aIlUTHI
nHpopmanuu;

- 32 CBOEGBpPEMEHHOE OOHOBJECHHE 0a3 JaHHBIX CPEJICTB AHTUBUPYCHOH 3aIIUTHI
uHpopmanuu.

4. AIMUHUCTPATOp UMEET MPABO:

- BHOCHTBH IPEJIOKECHUS IO COBEPIICHCTBOBAHUIO CHCTEMbl AHTUBUPYCHON 3alUTHI
UHPOPMALIUU B CTPYKTYPHBIX MOJIPA3ACICHUSIX 00pa30BaTEIbHOTIO YUPEIKICHHS;

- IpUHMMATh yYacTHE B IUIAHUPOBAHUHM MEPOIPUATHH I10 aHTHBUPYCHOW 3alluTe
UHPOPMALMK B OPTaHU3AIMY U IUIAHUPOBAHUHU OCHAIICHUS CPECTBAMU aHTUBUPYCHOM 3aIIUTHI
UH(OpPMAIMU CTPYKTYPHBIX MOpa3AeICHUl;

- OCYIIECTBIISITh KOHTPOJIb COCTOSHHUSI CPEJCTB aHTHBHPYCHOW 3aIIWTHI MH(pOpMaruu B
CTPYKTYPHBIX ITOJIPA3ICIICHHSX;

- TIPOBOJUTH CIY)KEOHBIE NMPOBEPKHU IO (PaKTaM 3apaXeHUs MPOTPAMMHBIMU BUPYCaMHU
ABTOMATU3UPOBAHHBIX CUCTEM 00paOOTKH MH(OPMALINU U CPEACTB BBIYMCIUTEILHON TEXHUKH B
CTPYKTYPHBIX TOZpa3IesIeHIsIX 00pa30BaTeIbHOTO YUPEKICHUS,

- OKa3bIBaTh IOMOILb B PEIICHUH MPOOIEM, BOSHUKAIOIINX HPU 3KCIUTyaTallud CPEJCTB
AQHTHBHPYCHOW 3amIuThl HMH(GOPMAIMM B CTPYKTYPHBIX IOJAPA3ACICHUAX 00pa30BaTEIBHOTO
YUPEXKICHUS.

5. Ha3znauenmne aqMHHHUCTPATOPOB OPTraHU3AIMN OCYIECTBIISICTCS HA OCHOBAaHUH TPHKa3a
no 00pa3oBaTENbHOMY YYPEKACHHIO C O0s3aTENbHBIM OTPAXKEHHEM O00S3aHHOCTEH B
JIOJDKHOCTHOM MHCTPYKIIMH.

6. OOs3aHHOCTM  aJIMUHHMCTPATOPOB MOTYT COBMEIIAaTh JOJDKHOCTHBIE — JIMIIA,
Ha3HAUCHHBIE AJMHHHCTpaTOpamMH 0a3 JaHHBIX (aBTOMATH3MPOBAHHBIX WH(OPMAIIMOHHBIX
cucrem), crenuamuctsl UTC. AnMuHHCTpaTOpamMH HE MOTYT OBITh JIOJDKHOCTHBIC JIHIA
CTOPOHHHX OpraHu3anuil. JJoJoKHOCTHBIE JHIIA, UCTIOTHSIOINE 0053aHHOCTH aIMUHICTPATOPOB,
YTBEp)KJIAeTCsl IPUKa30M PYKOBOAUTEINS 00pa30BaTEIbHOTO YUPEKACHUS.

7. O0s13aHHOCTH aIMUHHUCTPATOPOB OPTaHU3AIMH IPYTHE JIUIA MOTYT UCIOIHATH TOJBKO
Ha OCHOBaHUM NPHUKa3a PYKOBOJUTENS OPraHU3allMM O BPEMEHHOM HCIOJHEHUH O0s3aHHOCTEH
aJIMIHUCTPATOPA, B KOTOPOM yKa3aH CPOK MUCTIOITHEHUS 0053aHHOCTEH aJIMUHUCTPATOPA.

6. O6a3annocmu nonv3zosameneii cpedcme AHMUBUPYCHOUL
3auqumol unpopmayuu

1. Tlonw3oBaTenb OO0s3aH W3YYUTh HACTOANIYI0O WHCTPYKIIMIO U O3HAKOMHTHCS C
HEO0OXOIMMOCThIO HECEHHUSI OTBETCTBEHHOCTH 32 BBHITIOTHEHHUE €€ TPeOOBaHUM O] POCITUCH.

2. [Tonp30BaremnsM 3ampenaeTcs:

- OTKJIFOYATh CPEJICTBA aHTUBUPYCHOM 3aITUTHI HHPOPMAIIUHA BO BpeMs paOOTHI;

- HCMOJB30BaTh CpPEACTBA AHTHBUPYCHOW 3aIUTHl HHPOPMAIMH, OTIMYHBIE OT
nogaepxxuBaemMbix UTC, nepedeHb KOTOPBIX TOBOAUTCS 10 cBeneHus nosb3zoBateneid UTC wim
aJIMUHUCTPATOPOB;

- 0e3 pazpemieHHs aAMUHUCTpPATOpa KOMHMPOBATh JtOObIe (halibl, yCTaHABIWBATH M
UCIIONIb30BaTh JI000€ MPOrpaMMHOE OOeCHedeHue, He MpeIHa3HAaYeHHOEe IS BBIOJHEHUS
CITY»KeOHBIX 3a/1a4.

3. BBog mHpOpMaIuu ¢ MAarHUTHBIX, ONTHYECKUX, MATHUTOONITHYECKHUX U JTFOOBIX APYTUX
ChEMHBIX HOCUTENeH uH(OpMAIMM HECTy)KeOHOTO XapakTepa JODKEH OCYIIECTBISATHCS
MOJI30BATEJIEM TOJIBKO C Pa3pelieHUs] aIMUHUCTPATOPOB.
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4. B cmyyae TOsIBJICHHUS TOJO3PCHMM HAa HalW4yue NporpaMMmHbBIX BupycoB B JIBC
MOJIb30BATENH JTOJDKHBI HEMEIJICHHO TPOHH(OPMUpPOBaTh 00 3TOM aaMHHHUCTpaTopa. B ciydae
BBISIBICHUS HWHIMUICHTOB ((PakToB M T.I.), CBSI3aHHBIX cO cOossMu B paboTe CpeacTB
AQHTUBUPYCHOW 3allUTHI, TIOJH30BATENb O0s3aH HE3aMEUIMTENBHO COOOMUTH 00 3TOM
OTBETCTBEHHOMY 3a MH(OPMALMOHHYIO 0€30MacHOCTh M TEXHUYECKYIO 3aIlUTy HHGMOpMAIHH
UTC.

1. Ilopaook oeiicmeuil nonv3oeameneii U AOMUHUCIPANOPOB
npu 0OHApPYIHCEHUU BUPYCOB

1. OcHOBHBIMU NTyTAMHU MPOHUKHOBEHHSI BUPYCOB B MH(POPMAIIMOHHO - BHIYHCIUTEIBHYIO
CeTb OpraHU3allMM SIBISIOTCA: TMOKWE MAarHUTHBIC JTMCKH, KOMIAKT-TUCKH, WHBIE CHEMHBIC
HAKOMUTeNU UH(OpMAaIMU, dJIEKTPOHHAs 1M04Ta, ¢ailiibl, mojsydyaemble U3 cetu MHTEepHET, paHee
3apakeHHbIE paboune craHiuu. B cirydae oOHapyKeHHS MPOTPAMMHBIX BUPYCOB IPH BXOIHOM
KOHTPOJIE OTUYXKJaeMbIX HOcUTeled wuHpopManuy, (aiaoB WM IOYTOBBIX COOOIICHUIA,
MOCTYMUBIINX B CTPYKTYPHBIE TTOAPA3ACICHHS, TI0IH30BATENb JOIDKEH:

- IPUOCTAHOBUTH MPOIIeCC MpUeMa-fepeadr UHPOpMaInH;

- COOOMINTH aIMHUHUACTPATOPY WM OTBETCTBEHHOMY 32 HH()OPMAIIMOHHYIO 0€301acHOCTh
u Texuudeckyto 3amuty upopmannu UTC o pakre oOHapyKEeHUS IPOTPAMMHOTO BUPYCa;

- TIPUHATH 110 COTJIACOBAHUIO C AJIMUHUCTPATOPOM MEPHI IO JIOKAIU3AUUU U yIAICHUIO
IIPOrPaMMHOTO BHpYyCa C UCIOJIb30BAHUEM CPEJCTB aHTUBUPYCHOM 3aIIUTHI MH(OPMALINK;

- cooOmuTh o0 (QaxkTe oOOHapyX eHHs MPOrpaMMHOIO BHpyca B CTPYKTYpPHOE
nojipa3ieliecHne, M3 KOTOPOro MOCTYNWIM 3apaXCHHbIE CHEMHBIE 3JIEKTPOHHBIE HOCUTENU
uHpopManuu, Gpaissl WK IIOYTOBBIE COOOIICHUS.

2. Ilpu oOHapykeHMHM NpPOTPaMMHBIX BUPYCOB B Ipoliecce 00paboTku HHPOpMAINH
M0JIb30BaTENb 00s3aH:

- HEMEeJUICHHO MTPHUOCTAHOBUTH BCE pabOTHI;

- COOOIINTH aIMHUHUCTPATOPY WM OTBETCTBEHHOMY 3a HH()OPMAIIMOHHYIO 0€301acHOCTh
U TexHuueckyro 3ammty nadopmaruu UTC o pakre 06HapyKeHUs IPOrpaMMHBIX BUPYCOB;

- TIPUHATH 110 COTJIACOBAHHUIO C JAMHUHHUCTPATOPOM MEPHI 10 JIOKATH3AINN U YIAICHUIO
IPOTPaMMHOT0 BUpYCa C UCIOJIb30BAHUEM CPEJICTB AHTUBUPYCHOMH 3aIUThHl HHPOPMALINH.

3. IIporpammHubIe cpencTBa OOMIETO W CHENHAIHHOTO HA3HAYEHUS, HCIIONb3yeMbIe B
CTPYKTYPHBIX MOJIpa3/AeiCHUsAX A 00paboTKM MHPOPMALIMU, OTHECEHHOM K CiIy)keOHOH TaiiHe,
B Cilydae OOHapyXEHHs IMPOTPAaMMHBIX BHPYCOB IOJIEKAT 00s3aTEIHHON TEepeyCTaHOBKE C
pabouux KOMMiA ITaJoHa.

4. Tlpm HEBO3MOXXHOCTH JIMKBUIAIMW TOCIEICTBHHA 3apakeHUs TPOTPaMMHBIMU
BUpPYCAMHU aIMUHUCTPATOPy HEOOXOAUMO:

- 32apXHMBHPOBATH 3apakeHHbIE (ANIBI C BHEIPEHHBIMU MPOTPAMMHBIMH BUPYCAMHU U
HampaBUTh C [PUIOKEHUEM COOTBETCTBYIOIIETO CONPOBOJUTENBHOIO  JIOKYMEHTa B
OpTraHW3aIlio, OCYIIECTBISIONIYI0 TEXHHYECKYIO TOMJEPKKY OKCIUTyaTallii  CPEACTB
AHTUBHUPYCHOM 3aIIUTHI HH(OPMALINH;

- OCYIIECTBUTH TOJHYIO TIEPEYCTAHOBKY IPOTPAMMHOTO OOECTeueHHs] Ha 3apakeHHOM
KOMITBIOTEPE.

5. Ilpu monydyernnn mHPOpPMaUM O BO3MOXHOM HapyImIeHWH JIMOO BBISIBICHHH (DaKTa
HapyleHus TpeboBaHMi Hacrosmed WHcTpykumumu pabota Ha paboyeil CTaHUIUU JaHHOTO
MIOJTH30BATENs HE3aMETUTEIHHO OJOKUPYETCS MO PEIICHUIO aIMUHICTPATOPA.

6. Bce ¢aktel mMomudukanuu M paspylieHHs JaHHBIX Ha cepBepax MM padoumx
CTaHIUAX, 3apaXKCHWE WX BHPYCaMH, a TakkKe OOHapyKeHHe IPYTUX BPEIOHOCHBIX MPOTrpamMMm
KJIacCU(UIUPYIOTCA KaK 3HAYMMble HapylleHHs HH()OPMALMOHHOW O0€30MacHOCTH U JIOJKHBI
AQHAJIM3UPOBATHCS TMOCPEJCTBOM MPOBEACHUS CIY:KEOHOTO pacciaeloBaHus, MPOBOJUMOrO IO
MPUKa3y PYKOBOJIUTENSE 00pa30BaTEIbHOTO YUPEKICHHUS.
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8. Omeéemcmeennocms 3a gvinonnenue mpedosanuii Hncmpykyuu

1. 3a napymenue Hacrosiued MHCTpyKIMM aJAMUHUCTPATOp M IOJB30BATEIM HECYT
OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO JICHCTBYIOLIMM 3aKOHOAATeNbCTBOM Poccuiickor denepaunun
Y HOPMaTUBHBIMHU IIPABOBBIMH AKTaMH.

2. PykoBoauTenu CTpYKTYpHBIX MOJpa3IeIeHUIl HECYT OTBETCTBEHHOCTH 3a BBIIIOJHEHUE
MEpONPUATHHA 10 AaHTHUBUPYCHOW 3amuTe HWHGOpPMALMM HA CPEACTBAX BBIYHUCIUTEIBHON
TEXHUKH, SKCIUIyaTUPYEMBbIX IMOJYMHEHHBIMU JOLKHOCTHBIMU JIMLAMHU, U 332 O3HAKOMIICHHE MX
(mox pocnuck) ¢ Hactosel MHCTpyKIuei B CBOeM CTPYKTYPHOM IO/Ipa3AeIeHUN.

3. HenocpencTBeHHYI0 OTBETCTBEHHOCTH 33 COOJIOIEHUE B IOBCEAHEBHOM AEATEIBHOCTH
YCTAQHOBJICHHBIX HOpPM OO€CIeuYeHMs] aHTMBMPYCHOW 3alMThl MH(GOpMALMU HAa CBOUX pabouux
MecTax, B TOM YHCIIE 32 CBOEBPEMEHHOE OOHOBIICHHE aHTUBUPYCHBIX 0a3 CPEACTB aHTUBUPYCHOU
3alIUThl MHPOPMALMU U NOJYYEHHE HOBBIX JIMIIEH3MOHHBIX KJIFOYEH, HECYT I10JIb30BaTelH, 3a
KOTOPBIMHU 3aKPEIUIEHBI CPEACTBA BBIYUCIUTEIBHON TEXHUKHU.

4. B cnydae HapymeHus TpeOoBaHui Hactosmedl WMHCTpyKIuuM, CBSI3aHHBIX C
NPUMEHEHHEM TI0JIh30BATEIEM CPEACTB AHTHBHPYCHOW 3alMTHl WH(OpMAIMH, MOJIH30BATEIb
HECET IEPCOHAIbHYI0 OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ACHCTBYIOIIUM 3aKOHOJIATEIbCTBOM
Poccuiickoit ®epepanMu W JIOKAIGHBIMA ~HOPMAaTUBHBIMH ~ aKTaMH 00pa30BaTEIbHOTO
YUPEXKICHUS.

5. OTBETCTBEHHOCTh 3a BbIIOJHEHUE TpeOoBaHuM Hacrosiued MHcTpykiumn
aIMMHHMCTpAaTOpaMM  HECYT  HENOCPEACTBEHHO  aIMHUHHUCTPAaTOppl M PYKOBOJUTENN
10JIpa3/iesieHuH, B KOTOPbIX paboTal0T aIMUHUCTPATOPHI.

9. Ilopaook ocnauenusn opeanu3auuUU cpeocmeamu aHmusupycHoil
3augumol unHghopmayuu

1. OcHamienue cpeAcTBaMH AHTHUBUPYCHOM 3alIUThl HH(OpPMALMU SIBISETCS BUAOM
MaTepUaJIbHOTO O00ECTeUeHUs] W  OCYIIECTBIISIETCST B 00pa30BaTEbHOM  YUPEKIECHUU
LEHTPAJIU30BAHHO.

2. llepenada MOMy4eHHBIX CPEJICTB AHTHBUPYCHOM 3alIUTHl HA OOBEKTHI, HE BXOJSIIUE B
COCTaB OpraHM3aluy, 3alpelleHa. 3a HECaHKIMOHUPOBAHHOE pacHpOCTpaHEHUE CPEICTB
AHTUBHUPYCHOM 3amuThl MHGOPMAIIM BUHOBHBIE HECYT OTBETCTBEHHOCTh B COOTBETCTBUHU C
3akoHoaresbcTBoM Poccuniickoit denepanuu.
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