[OupekTop

Moanucax: OpsiyeHko HuHa HpI/IHO)KeHI/Ie 5

leoprueBHa
DN: C=RU, O=®Kroy

rom——nropHaT MATPYRS [MTPUHATO YTBEPXJIEHO
:fggcwm, CN=[lpsiueHko HuHa C Yq e}K eHHH
prueaia, OBETOM
ooy e Ipukasom mupekropa OKIIOY
3TOT JOKYMEHT cqoeﬁ HpOTOKOH OT «K HT CKI/Iﬁ TeXHI/IK _
09.01.2019 r. No 1 YHIYP ™
K Kynrypor p-on, . uHTepHaT» MuHTpyna Poccun
oo oros 1820 H.I'. /IpsiueHko
or 09.01.2019 1. Ne 27-0/nx
IMOJIOKEHUE

00 o0ecrniedyeHUHU 0€30MACHOCTH ABTOMATU3UPOBAHHONH HH(POPMAIIMOHHON CHCTEMBI

OKIIOY «KyHrypckuii TeXHUKyM-uHTepHaT» MunTpyna Poccnu

1. O6uwue nonosrcenusn

Hacrosmee IlonoxkeHue OIIpCaACIIACT Tpe6OBaHI/I${ o obecrneyeHn0 Oe30MacHOCTH

aBTOMAaTHU3MpOBaHHONW HH(popMannoHHOW cuctemsl (manee - AMC) OKIIOVY «Kynrypckuit
TeXHUKyM-uHTepHaT» MunTtpyna Poccun (nanee — Oneparop).

ANC npencrasnsier coboit IT-cucremy, npeaHazHaueHHYIO 111 aBTOMATH3aLUU IIPOLIECCOB

dbopmupoBaHus, OO0pabOTKM © aHamu3a HHGOPMAIMM IO OCHOBHBIM  HAIpPaBJICHUSM
nesitenbHOCTH Onieparopa.

OcHoBHBIMU (YHKITMOHATBHBIMU BO3MOKHOCTsIME AVIC Oneparopa sSBISIOTCS:

¢dbopmupoBaHue, XpaHEHHE U OOHOBJICHHUE CBEJCHHUN O CTPYKTYpe YUEOHBIX MOApa3aeIeHuN
Omnepatopa;

dbopMupoBaHUe, XpaHEHHE W OOHOBJIGHHWE CBEJCHUN O MPENoAaBaTebCKOM COCTaBe H
COTpYJIHHUKaxX yueOHbIX nojpaszaeneHuii Onepartopa;

dbopMupoBaHUe, XpaHeHHE U OOHOBIIEHUE CBEJCHHI 00 WHIMBUAYAIbHBIX TUIaHAX PaOOThHI
IIPEIo/1aBaTeNIbCKOr0 COCTABA;

dbopmupoBaHre, XpaHeHHMe W  OOHOBJIEHHE CBeACHHMH 00 ydyeObHOM (yueOHO-
MIPOU3BOJICTBEHHOM) TutaHe Omneparopa;

dbopMupoBaHHMe, XpaHEHHE U OOHOBJIEHHE CBeNeHUH 00 yuyeOHOW  Harpyske
IIPEIo/1aBaTeNbCKOr0 COCTABA;

dbopmupoBaHue, XpaHEHHUE U OOHOBJICHHE CBEACHUN O HAYYHOM U y4eOHO-METOAMYECKOM
MPOAYKIMH (METOIUYECKHE PEKOMEHIalluu, ydeOHble T0cCOOUsI, MOHOTpauu, MyOJIuKalum)
IIPETo/1aBaTeIbCKOr0 COCTABA;

dbopmupoBaHre, XpaHEHHE M OOHOBJICHHE CBEACHUN 00 OOYyJaromuxcs, MPOXOJSAIINX
oOyuenue y Omneparopa;

¢dbopmHpoBaHUe, XpaHEHHE M OOHOBJIEHME CBEJCHMH O pe3yibpTarax ydyeOHOro mporiecca
(UTOTH TECTUPOBAHMUS, SK3aMEHOB);

aHanuTH4Yeckass oOpaboTka wuH(pOpMAIMM O MPOBEACHHWH Y4eOHOro mpolecca Kak 3a
OTYETHBIN NEPUO/I, TAK U O TEKYIIEH JAeATeIbHOCTH Y4eOHBIX noapa3aenenuit Oneparopa.

B kagectBe nndopmaruu, noanexanieit 3amute B AIC Oneparopa, paccMaTpuBaroOTCs:

NEPCOHAJbHBIE JIaHHBIE IMPENoJaBaTeIbCKOIO COCTaBa M COTPYAHHUKOB  y4eOHBIX
MOJpa3IeIICHH;

MEpPCOHANIbHBIE TaHHbIE 00YYAIOIINUXCS, MPOXOASAIINX U MPOLIEAIINX 00yUeHHE;
MepCOHANbHbIE TaHHbIE A IMUHUCTPATUBHO-XO03UCTBEHHBIX MOPA3IETICHHIM.

[Ipn obecneueHnn 0€30MACHOCTH MEPCOHANBHBIX JAaHHBIX B HMH(OPMALMOHHOW cHCTEME

Omneparop pyKOBOJICTBYETCS CIEIYIOIIUM: BEIOOp CPEACTB 3aIIUTHI HHPOPMAIIUU JIJISI CUCTEMBI



3alIMTHl  TEPCOHAIBHBIX JAHHBIX; ONpENEICHHe TUIAa Yrpo3 O€30MacHOCTH IMEePCOHAIBHBIX
JAHHBIX, aKTYaJIbHBIX JJIsI HHOOPMAIIMOHHON CHCTEMBI; YCTAHOBJICHUE M 0OecreueHue ypOBHS
3aMMIIEHHOCTH TMEPCOHANBHBIX B MH(OpMANMOHHON cucTeme mpou3BoAuTcsi OnepaTopoM B
COOTBETCTBUHM ¢ TpeOoBaHMAMM K 3allUTE€ IEPCOHAJBHBIX JaHHBIX NP HX 00paboTKe B
MHQOPMAIIMOHHBIX CHUCTEMax IE€PCOHAIBHBIX JaHHBIX, YTBEP)KAEHHBIX IOCTAHOBJICHUEM
ITpaButensctBa PO ot 1 HostOpst 2012 1. N 1119.

OCHOBHBIMHU rpymnmnamMuy  yrpos3, Ha IIPOTHBOCTOAHHEC KOTOPBIM HAIIPABJIICHBI LCJIH U

TpeOoBaHMS 0€30MACHOCTH, SBISIOTCS:

YIpO3bl, CBS3aHHBIC C OCYIIECTBICHUEM HECAaHKIIMOHUPOBAHHOTO JOCTYMa (03HAKOMIICHUS)
¢ wuHpopMaIHel, coaepKalleld CBEJCHHS O TNEPCOHAIBHBIX JaHHBIX pPAOOTHUKOB H
o0yyaromuxcs, Ipu ee 00padoTKe U XpaHEHHH;

Yrpo3bl, CBSI3aHHBIC C HECAHKIIMOHUPOBAHHBIM KOIHUPOBAHHEM (XHICHHEM) WH(MOpMAIIHH,
COJIEpIKaIlei CBEJICHUS O IEPCOHAIBHBIX JaHHBIX PAOOTHUKOB M 00YJAIOIIUXCS;

yIpO3bl, CBSI3aHHBIE C OCYIIECTBICHUEM JOCTYIAa K MH(OPMAIIMH, COICPKAIICH CBEICHUS O
MEPCOHAJIBHBIX JTAHHBIX PAOOTHUKOB U 00yJaroIuXcsi, 0€3 pa3pelieHus Ha TO €€ BIajeiblia
(cyOBekTa nepcoHaIbHBIX JTAHHBIX);

yrpo3bl, CBSI3aHHBIE C HAPYIICHHEM IMOpsAIKA JOCTyNna K HHGOpMAIMH, COAepKalien
CBEICHUS O  TEPCOHAIBHBIX JaHHBIX pAOOTHUKOB W OOYYaIOUIMXCS, NepeaaBaeMoi
3aMHTEPECOBAHHBIM JIUIIAM;

yIpO3bl, CBSI3aHHBIE C MEPEXBATOM MH(OpPMAIMH, COICPIKAIICH CBEICHHUS O IMEPCOHAIBHBIX
JTAHHBIX PaO0OTHUKOB M OOYYAIOLIMXCS, U3 KAHAJOB MEpellavyd JIaHHBIX C MCIIOJIb30BaHUEM
CHETIMATM3UPOBAHHBIX POTPAMMHO-TEXHUYECCKUX CPEJICTB;

yrpo3bl, CBsi3aHHBIE C TmoTepel (yrpatod) wuH(OpManuu, CcojepXkaimieid CBEACHUS O
MEPCOHANBHBIX JAHHBIX PAOOTHUKOB U OOYYalOIIMUXCS, BCIEACTBHE CcOOEB (OTKa30B)
MIPOrPaMMHOTO | aIIapaTHOTO 00eCIICUCHHUS,;

yIpo3bl, CBS3aHHBIC C BHEIPEHHUEM KOMITBIOTEPHBIX BUPYCOB W JPYroro BPEIOHOCHOTO
MPOrPaMMHOTO OOECTIeUeHUs;

YIpO3bl, CBSI3aHHBIE C OCYIISCTBJIICHHEM HECAHKIIMOHUPOBAHHBIX HH(OPMAIIMOHHBIX
BO3JICHCTBUI (HAMpaBICHHBIX HA «OTKa3 B OOCITY>KMBAHWUW» JJISI CEPBHCOB, MOAUDHUKAIIIO
KOH(UTYpaIMOHHBIX TAHHBIX MIPOrPaMMHO-AITAPATHBIX CPEICTB, mooop
ayTeHTU(UKALMOHHOW HHpOPMALIUHU U T.I1.).

qDYHKI_II/IOHaJ'ILHBIe Tpe6OBaHI/I${ 0C30IMaCHOCTH OXBAThHIBAIOT:

TpeOOBaHUS K OCYLIECTBICHHIO ayIuTa 0€30MaCHOCTH;

TpeOOBaHUs K 00ECIICUCHHIO TTONTMHHOCTH CyOBEKTOB 0OMeHa HHGOpMAIIUEHi;

TpeOoBaHUs K KpUNTOrpaduueckoil moaaepxke;

TpeOOBaHUS K 3amIuTe WHPOPMALUHU, COJAEpKaIleH CBENEHHS O TNEePCOHAIBHBIX JIaHHBIX
pabOTHHUKOB U 00YJArOIITUXCS,

TpeOOBaHUs K UAECHTHU(PHUKALMN U ayTeHTUPHUKAUK roas3oBareneit AUC;

TpeOOBaHUS K YIPABICHUIO 0€30MaCHOCTBIO;

TpeOOBaHMUS K 3aIIUTE CUCTEMbI 0€30MaCHOCTH.

2. Ocnosnole pynkyuonanvusle sozmoxchocmu AUC, ceazannvie
c obecneuenuem dezonacnocmu (3auiumoil ungopmayuu)

2.1. 3amuTa JaHHBIX M0Jb30BATEJIS
AUNC nomkHa OCYIIECTBIATh (QYHKIIMA M TOJHMTHKY U30UpATENbHOTO (IUCKPEIMOHHOTO)

YIIpaBJICHUA OOCTYIIOM. I/I36I/IpaTeJ'ILHOC YIIpaBJICHUEC MOOCTYIIOM JOJIDKHO IIPEAOCTABJIATDH



BO3MOXHOCTH OI'PpaHUYMBATh W KOHTPOJIUPOBATh OOCTYII K CHCTEME H K I/IH(l)OpMaI_II/II/I,
co;[epxcameﬁ CBCACHUA O NCPCOHATIbHBIX TaHHBIX.

Kaxnpiii I[lonp3oBaTenp, nbiTaromuics mnoiayduth goctyn k AWMC, cHauwana ngoJpkeH
MPOXOJUTh MPOLEAYPY HACHTU(UKAIMA ¥ ayTEHTU(PUKANWUU, a 3aTeM, TPU IOMBITKAX
MOJTY4eHUs JOCTyNa K aKTHBaM, — aBTOPHU3AIIMIO, T.€. IPOBEPKY paspenieHuii [Tonp3oBaTens mo
OTHOILIEHHUIO K KaKOMY-JIMOO 3allIUIIaEMOMY aKTHUBY.

B AUC poctyn k uH(OpManuu J0KeH ObITh pa3pelleH TOJIbKO YIOJIHOMOUYEHHBIM Ha 3TO
[Tonb3oBarensm. Moaenp 3amutel AVC noimkHa BKIOYaTh KOMIIOHEHTBI, KOTOPBIE PEATTU3YIOT
KOHTPOJIb CyOBEKTOB JOCTYyNa, AEHCTBUH, MPEANPUHUMAEMbIX KOHKPETHOM CYIIHOCTBIO I10
OTHOIIEHHIO K 00BEKTY AOCTYTIA.

Kaxnprii 00bekT poctyma, mnpencraBieHHbli B AWC, nomkeH OBITh OJIHO3HAYHO
acCOIMUpPOBaH ¢ HabopoM arpuOyTOB 0E30MACHOCTH, OMPEICISIIONIMX  O€30MacHOCTh
3amuniaeMoro oowekra. JlaHHbld HAOOp aTpuOYyTOB OMKEH (POPMHUPOBATHCS MPU CO3AAHUU
00BEKTA U BIIOCIEICTBUU MOXKET MEHATHCS. M3MeHeHre uX 3Ha4eHHUI JJOJLKHO OBITh 00€CIIEYeHO
tonbko [lonb3oBarensM, UMEIOIIUM CTaTyC BIaJeNblla 00BEKTa, a TakKe CyOBheKTaM, KOTOPHIM
MIPEIOCTABIICHBI COOTBETCTBYIOIIHNE ITOJITHOMOYHSI.

IlpaBa noctyma CyOBEKTOB K OOBEKTY MOJDKHBI ONPECISATHCSA IMOCPEACTBOM CITHCKA
yrpasienus: goctynoM. CHHCOK yIpaBieHHS JOCTYIIOM JIOJDKEH BKIIOYATh IEPEYCHD
M0JIb30BaTEsICH, KOTOPBIM paspelieH J0CTyl K OOBEKTy, a Takke Habop JIOMYCTUMBIX Haj
00BEKTOM JIEHCTBUM.

2.2. Ayt coObITHii 0€30acHOCTH

ANC nomxHa obecrieunBaTh HaOOp CPEACTB ayAuTa, NPeJHA3HAYECHHBIX 1JI1 MOHUTOPHUHIA
1 OOHApYXEHUs HEXENaTeNbHbIX YCIOBUH, KOTOpPbIE MOTI'YT BO3HHUKHYTb, a TakKe€ COOBITHIA,
KOTOpBbIE MOTYT MPOU30UTH B CHCTeMe. MOHUTOPUHT OTHOCSIIMXCS K 0€30MacCHOCTU COOBITHIN
JIOJDKEH TO3BOJIATH OOHApYXHMBaTh HapymuTeneil 0€30MacHOCTH, a TAaKXKe BBISABIATH MOIBITKH
HecaHKUMOHMpoBaHHOro Jjoctyna Kk AWC wiam goctynma K 3amuiiaeMod  HMHQOpMaIuu.
B wactHOCTH, ompenensas NMOJUTUKY aylnuTa, YHOJHOMOYEHHBbIH anMuHuctparop AUC nomxen
UMETh BO3MOXHOCTb OCYLIECTBJISITH ~ayJUT TOJIBKO HEOOXOAMMBIX THIIOB COOBITHUIH
0€30IacCHOCTH, TaKMX KaK HeyJauHble MOMBITKH MOAKIoueHUs nonb3oBareneil k AWUC. 3anuch
PE3yJIbTaTOB ayAuTa COOBITUI 0€30MacCHOCTH JOJKHA OCYLIECTBIIATHCS B )KYpHAJIbl PETUCTPALIUN
COOBITHH ayauTa, AOCTYH K KOTOPOMY JIOJDKEH OBITh pa3pelieH TOJBKO YIOJIHOMOYEHHOMY
aanmunuctparopy AMNC. TIpocMOTp JKypHajoB perucTpanuu COOBITUH ayauTa JOJKEH
BBINOJIHAETCSL ¢ Hcnoib3oBaHueM cpeactB AMC (cnenuanu3upOoBaHHBIX HWHCTPYMEHTAJIbHBIX
cpenctB). JlaHHble cpencTBa  JOJDKHBI  IPENOCTABIATH BO3MOXHOCTH MOHHUTOPMHIa U
pEerucTpanum ToJIbKO Te€X COOBITHH ayuTa, KOTOPbIE YAOBIETBOPSIOT 33AaHHBIM KPUTEPHSIM, UTO
MO3BOJIUT OTPAaHUYUTH O0BEM JAHHBIX, COOMPAEMBIX O COOBITHIX OE30MACHOCTH.

2.3. UnenTndukanus u ayrTeHTH(PUKALHA

AUNC nomxHa TpeOoBaTh, YTOOBI BCe CYOBEKTHI JOCTYNA YHUKAJIBHO UJIEHTU(PUIIMPOBAIHCH
U ayTeHTuuIpoBanuch mnpu goctyne Kk AMC ¢ momoripio BBOAA UASHTU(DHUKATOPA U MAPOJISL.
Wnentudukanus u ayreHTU(UKALNS JOJDKHBI OCYHIECTBIATHCA 1O BBINOJHEHHS CYOBEKTOM
noctyna  Kakux-mubo  gedctBuil. AUWC  nmomkHa  mOJAEpKUBaTh  ayTEHTHU(HUKAIHIO
[Tonb3oBareneit Bmecte ¢ ux aBropusauued. IlpemycmarpuBaeTcs, 4YTO aBTOpHU3ALUA
[Tonp30Bareneil npeacTaBiIsieT HaYaJIbHBINA YPOBEHB Ul Pa3pelIeHUs OCTyNa K JIOKAJIbHBIM U
CETEBBIM pecypcam.

AUC pomxHa obecneunBaTh XpaHeHHe mapoisieii B mpeoOpa3zoBanHoM (opmate. AUC
JIOJKHA TIPEIOCTaBIISITh CPEACTBAa YCWJIEHUs O€30MaCHOCTU Mapojei 4Yepe3 MCIIOJIb30BaHHUE



MEXaHU3MOB, IO3BOJIIOIIMX  ONPENEIUTh MHUHUMAIBHYIO JUIMHY, BpeMs JelcTBus
(MMHUMAIIbHOE ¥ MaKCHMaJbHOE), 33JaTh TPeOOBaHHE YHHUKAJIbHOCTH (HEMOBTOPSEMOCTH) U
BpEeMsI CMEHBI 1apOJIsl.

ANC nomxHa NpenocTaBisTh MEXaHHW3M OJOKMpPOBAHMSI YYETHOM 3allMCH IO0JIb30BATENs
IoCJ€ OMNPEAETICHHOTO KOJMYECTBAa IOMBITOK BBOJAA HEMPABWJIBHOTO HMMEHM W/WIM Maposis
MOJIb30BaTeNsl 10 ee pa3dnmokupoBaHus aaMuHUcTparopoM AWC miM 1o MCTEYEHUH BPEMEHH
JeUCTBUS, 3a/JaHHOTO J1JIsl CYETYMKA OJIOKHPOBKH.

2.4. 3amuTa cucTteMbl 0€30MACHOCTH

ANC pomkHa OpenocTaBisATh P BO3MOXKHOCTEM Al OOecreueHUs! 3allUThl CHCTEMBbI
O6e3omacHOCTH. M30MsIMs TPOLECCOB W MOAJEPXKAHUA JOMEHa O€30MacHOCTH JOJDKHBI
obecrieunBaTh Oe30macHOe BhITIOIHEHUE (DyHKIMI cucTeMbl 6e3omacHoctn AVC. Bo3moxxHOCTB
OCYIIECTBIICHHSI TIEPUOJHMUECKOTO TeCTHpOBaHM cpenbl pyHkunonuposanuss AUC (anmapatHoii
yacTh) U cOOCTBEHHO camux (yHKIM cuctembl 6e3omacHoctn AVC nomkHo oOecnednBaTth
nojjaepx)anue yBepeHHocTH aamuHuctparopa ANMC B  1ETOCTHOCTH W KOPPEKTHOCTH
GyHKIIMOHUPOBaHUS (PYHKIMIA CUCTEMBI OE30MTaCHOCTH.

3. OcHoeHble ¢yHKl(u0HtlJleble 6O3MONCHOCMU NOGBIUUEHUA HAOCHCHOCIU

AUC nomxHa obecrieynBaTh HAACKHYIO 3alIUTY JaHHBIX OT HEMpPEIBUICHHBIX COOEB WU
OTKAa30B CHUCTEMBbI, 00€CIIeunBas CISAYIOIINEe BO3MOKHOCTH I10 TMOBBIIICHUIO HAICKHOCTH.

3.1. Pe3epBHOE KONIMPOBAHUE JAHHBIX

B AVC nomxHbl BXOJUTH CTaHAAPTHBIE CPEICTBA MPEAOTBPAILEHUS [TOTEPU JaHHBIX M MX
BOCCTAHOBJICHHS B CIlydae BO3MOXKHBIX cO0oeB. MIMeromiuecs: cpeicTBa pe3epBHOTO KOMMPOBAHUS
AOJDKHBI  MPEAOCTABJIATDH ITomp30BaTensIM BO3MOKHOCTD BI)I60pa Pa3IMIHBIX CTpaTCI‘I/Iﬁ
PE3EPBHOTO KOMUPOBAHHUSI, 00ECTIEUNBAIOIINX HEOOXOAUMBIN YPOBEHB 3alllUTHI JAHHBIX B CIIydae
BO3HHUKHOBEHHS COOEB B pa60Te CUCTCMBI, IIPHU 3TOM ITonmp30BaTensam AOJIKHA MMPEAOCTaBIAThECA
BO3MOKHOCTh BBIIIOJIHEHHSI PE3EPBHOTO KOIMHUPOBAHUSI JAHHBIX HA HECHEMHBIE U ChEMHBIE
YCTpPOMCTBA XpaHECHUS.

3.2. BoccTaHoB/IeHHE CHCTEMbI

@DyHKIMOHANIBHBIE BO3MOXXHOCTH  BOCCTAHOBJIEHMSI CHCTE€Mbl  JOJDKHBI — TO3BOJISTH
Bo3Bpamate AMC B cocrostHue, npenumectBytouiee c6or. Ilpu atom B AUC He nomxHO
MPOUCXOIUTH NMOTEPH (JINOO MOTEPHU JTOJIKHBI ObITh MUHUMAJIbHbI) U UCKAKEHUS JaHHBIX.

3.3. CpeacrBa aIMHHMCTPUPOBAHNS, YIIPABJICHUS U NMOAJCPKKHA

B cocra AVIC 10KHBI OBITh HHTETPUPOBAHBI TpapUUeCKHe CPEJICTBA A IMIHUCTPUPOBAHUS
W/WAM yTUJIUTBl KOMaHTHOW CTpOKH, obOecreunBaromme >QQPeKTUBHOE MMOIHOMACIITA0HOE H
rudkoe yrpasieHue (B TOM YHCII€ MOHUTOPUHT).

4. Cpeoa vezonacnocmu AUC

4.1. Mopeau yrpo3, xapakrepusie 11 AUC

4.1.1. OcymecTBieHUE HECAHKIIMOHUPOBAHHOTO O3HAKOMIIEHHS C MEPCOHAIbHBIMU
JAaHHBIMU PAOOTHUKOB U 00YJArOIIUXCA.
M cToYHHMKH YIPO3bI — BHEIIHUHN 3JI0yMBIIUICHHUK.



Crnoco6 (MeToa) peaju3aluu Yrpo3bl — IepexBaT MHPOPMAIUM U3 KaHAJIOB Iepeaavu
JAHHBIX C UCHOJIB30BAHUEM CIICIUATU3UPOBAHHBIX TPOrPAMMHO-TEXHUYECKUX CPEACTB.

Hcnoab3yemble ySI3BUMOCTH — BO3MOXKHBIE HEIOCTATKH MEXaHU3MOB  3alllUTHI
uHbOpMalMU TIPU €€ Tepenavye Mo KaHajlaM Iepeladyd JaHHBIX, CBA3aHHBIE C BO3MOXKHOCTBIO
HECAHKIIMOHHUPOBAHHOTO 03HAKOMJICHHUS C TIepeiaBaeMOi HH(pOpMaIuei TpeThUX JIHII.

Bua undopmManum, moTeHUUATbHO NOJABEP:KEHHOH Yrpo3e — IEpCOHAIbHBIC TaHHbIC
PabOTHHKOB U O0YYAFOIITHUXCS.

Hapymaemoe cBoiicTBO 6€30acHOCTH — KOH(PUICHIIUATEHOCTb.

Bo3MoskHbIe TOCTIEICTBHS Ppeaju3alMu Yrpo3bl — HAHECCHUS MOPAJIbHOTO H/HIIH
MaTepHaibHOro yiepba iy, purypupyomemMy B nepexBaueHHOH nHpopmaruu. Hanecenue
KOCBEHHOT'O MaTepUAIBHOTO yiepOa 00pa3oBaTeIbHOMY YUPEKICHHIO.

4.1.2. OcyluiecTBIeHHE HECAHKIIMOHUPOBAHHOTO O3HAKOMIICHHSI C TEPCOHAIBHBIMU
JTaHHBIMHA PAaOOTHUKOB M 00YYAIOMIUXCS ¥ MX MOJU(HUKANNS (B TOM YHCIIE TOMEHA).

M cTouHNKH YyIpo3bl — BHEIIHUHN 310 yMBIIUICHHUK.

Cnocod (MeToa) peanu3amuu yrpo3bl — mepexBar MHPOPMAIMN U3 KAHAIOB Iepeaadn
JaHHBIX C HCIOJb30BAHUEM CIICHUAIM3UPOBAHHBIX MPOrPAMMHO-TEXHHUYECKUX CPECTB;
Moaudukanus (B TOM YHCIE MOJMEHA) NEPeXBAaYCHHON MH(DOPMAIIMKA W HABS3BIBAHUE JIOKHOU
nHpopMaIuu.

Hcnoab3yemble YS3BUMOCTH — HEIOCTATKM MEXaHHU3MOB 3aIMTHl WHPOpPMALUU TIPH €€
nepeaye Mo KaHajiaM Nepeaayd JaHHBIX, CBSI3aHHBIC C BO3MOYKHOCTHIO HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHUS 1 MOIM(UKAIIUH (B TOM YKCIIE TIOJMEHBI) Tiepe1aBaeMoii HHPOPMAaLUH.

Bun uHdopmManumn, moTeHIUAIBHO NMOJABEP:KEHHOH Yrpo3e — IEpPCOHAIBHBIC JaHHBIC
pabOTHUKOB M 00YYAIOIIHXCSI.

Hapymaemble cBoiicTBa 6€30MaCHOCTH — KOH(PUICHIIMAIBHOCTb, IIEJIOCTHOCTb.

Bo3MoskHbIe TOC/IeICTBHSA Ppeaqu3alMi Yrpo3bl — HAHECEHHS MOPAJIHHOTO H/HIIH
MaTepHalIbHOrO yiiep6a Jjuily, (UIypUpYIOIIEeMy B IepexBaueHHOHW WH(pOpMauu u3-3a
HECAHKIIMOHMPOBAHHOTO PACKPBHITUS KOH(MOUACHIIMAIEHOW WHPOPMALMU WM PACIPOCTPAHEHHUS
PacKphITBIX JaHHBIX. HaHeceHne KOCBEHHOTO MaTepHalbHOTO Yyiiepba o00pa3oBaTeIbHOMY
YUPEKACHUIO.

4.1.3. HapymieHne JOCTYITHOCTH, yTpaTa WM UCKaKEHHUE MPETOCTABISIEMbIX MEPCOHATBHBIX
JAHHBIX paOOTHUKOB W OOYYaIOUIMXCS BCJIEJICTBHE cOOEB (OTKa30B) MPOTPaMMHOIO U
anmapaTHOro o0ecreyeHusl.

HcTouHnku yrpo3sl — IporpaMMHOE U anmapaTtHoe o0ecreyeHue.

Cnoco0 (Meroa) peaju3anmu Yrposbl — cOou (0TKa3bl) MPOrpaMMHOIO W alNapaTHOTO
obecreyeHus.

Hcnoab3yemble ySI3BUMOCTH — HEJIOCTAaTKH MEXaHH3MOB OOECTI€YeHHS JOCTYIMHOCTH
TpeOyeMoll uHGpOpMAaLNU, CBSI3aHHBIE C BO3MOXKHOCTBIO OJIOKUPOBAHMS IPEIOCTABICHUS
nHpOpMAaIUY Ha HEJAOYCTHMOE BPEMSI.

Bua uHpopmManum, moTeHUUATbHO MOJABEP:KEHHON Yrpo3e — IMEpCOHAIbHBIE TaHHbIC
pabOTHUKOB U 00y4YaeMbIX.

Hapymaemoe cBoiicTBO 6€301aCHOCTH — JOCTYITHOCTD, IOCTOBEPHOCTb.

Bo3MoikHbIe TOCIEICTBHS peajiM3alldd  yrpo3bl — HapyIIeHHE CO CTOPOHBI
00pa30BaTENbHOIO YUPEXKACHUS B3STHIX Ha ce0s 0053aTeNbCTB MO 00pabOTKE MEepCOHATbHBIX
TaHHBIX PAOOTHUKOB M OOYYAIOUIMXCS W MOXET MPHBECTH K MNPSIMOMY WJIH KOCBEHHOMY
MaTepHabHOMY yIepOy 00pa3oBaTeIbHOMY YUPEXKICHHIO.



4.1.4. HapyieHue COTrIacOBaHHOCTU JI@aHHBIX B MEPCOHAIBHBIX JAaHHBIX PAOOTHUKOB U
oOydaromuxcsi BCIEACTBHE COOEB (OTKa30B) MPOTPAMMHOIO M alIapaTHOro oOecredyeHus, a
TaK)ke OIIMOOK MepcoHaa 00pa3oBaTEIbHOIO YUPEKICHUS.

Hcrouynnku yrpo3sl — TpOTpaMMHOE U ammapaTtHoe oOecreueHue, nepcoHall
00pa30BaTEeNbHOTO YUPEHKACHHUS.

Cnoco6 (MeToa) peaju3anuMu yrpo3bl — cOou (OTKasbl) MPOTPAMMHOTO OOECIICUeHUs U
OLIMOKY TepcoHalia 00pa3oBaTeIbHOTO YUPEKICHUS.

Hcnonb3yemble YA3BUMOCTH — HEJOCTAaTKH MEXaHU3MOB OOECIICUEHHsI COTVIACOBAHHOCTHU
nanHbIX B B/l AVC, cBs3aHHBIE C BO3MOXHOCTBEO HAPYLIEHUS! COTJIACOBAHHOCTH.

Bun wndopmManumn, nmoTeHIHAJBLHO TOJABEP:KEHHOH yrpo3e — IEpPCOHAJIbHBIC JIAHHBIC
PaOOTHHUKOB ¥ 00YJAFOIITHUXCS.

Hapymaembie cBoiicTBa 0€30I1aCHOCTH AKTHBOB — JIOCTOBEPHOCTD, 1IEJIOCTHOCTb.

Bo3mo:kHbIe MOCJIeICTBHS peaju3allid Yrpo3bl — paccorjiacoBaHHe B IMEPCOHATBHBIX
JaHHBIX paOOTHUKOB U 00ydaeMbIX, xpaHuMbix B BJ[ AVC, uro, B cBOIO ouepenpb, IpPUBEIET K
BO3MOXHOMY HAHECEHHS MOpPAIbHOTO W/WIM MaTepuaabHOro yiiepba o0pa3oBaTeIbHOMY
YUPEKICHUIO.

4.1.5. OcymecrBieHue JocTyna (O3HAKOMJIEHMS])) C  IEPCOHAIBHBIMH  JaHHBIMU
oOyuarolierocsi, XpaHuMbIMH U oOpabatsiBaemMbiMu B AWC, 6e3 cormacusi cyObekTa
MIEPCOHANBHBIX JAHHBIX UJIM OKOHYaHMSI CPOKa JIEHCTBUS TAKOTO COTJIacHsl.

HcTouyHnku yrpo3sl — YIOJIHOMOYEHHbIE Ha JOCTYH K II€PCOHAIbHBIM JaHHBIM
BHYTPEHHUE U BHEIIHUE M10JIb30BATEIH.

Cnocod (mMeroa) peanm3aluM Yrpo3bl — OCYIIECTBICHHE JOCTYyIla K IEPCOHAIbHBIM
JAHHBIM 00YYaroIIMXCs ¢ UCIOJIb30BAaHUEM IITATHBIX CPENICTB, IPEAOCTABISIEMbIX IPOIPAMMHO-
anmnapaTtHeiM obecriedyenriem AVC.

Hcnonb3yemblie yI3BUMOCTH — HEJJOCTaTKU MEXAHU3MOB 3alUThI IEPCOHATIBHBIX JTaHHBIX
o0yyJaroIerocsi, CBsi3aHHbIE C BO3MOYKHOCTBIO JOCTyNa K HUM 0€3 IHCbMEHHOI'O COrjacus
CyObeKTa MepCOHAIBHBIX JAHHBIX WM [10CJIE OKOHYAHUS CPOKa €ro JIeHCTBUS.

Bua uHpopmManum, moTeHUUATBHO NOABEP:KEHHOH Yrpo3e — IEpCOHAIbHBIE TaHHbIC
oOydJaronmxcs.

Hapymaemble cBoiicTBa 6e301acHOCTH — KOH(GHUIEHIIMATBHOCTb.

Bo3mo:kHbIe mocjieAcTBUS peajin3alui Yrpo3bl — HECAHKIIMOHUPOBAHHOE 03HAKOMIICHHE
C MEePCOHAIbHBIMH JaHHBIMU BEJET K HaHECEHWI0O MOPAJIbHOIO WM/MJIM MaTepHajbHOro yiiepba
oOyuarolemMycs 13-3a HECAaHKIIMOHUPOBAHHOTO PAaCKPBITUS KOHPUICHIIMATbHOW HH(OpMaLIUK.

4.1.6. Buenpenue B MH(QOPMAIIMOHHYIO CUCTEMY 00pa30BaTEIbHOIO YUPEXKICHHUS BUPYCOB U
JPYroro BPEIOHOCHOTO IPOrpaMMHOr0 OOecleueHuss NpH B3aUMOJICHCTBUU C BHEIIHUMU
CHUCTeMaMM, a TakKe II0JIb30BaTesIMU C HOcUTelel HH(pOpMalMK, HCHOJIb3YyEeMBIX Ha
aBTOMATHU3HPOBAHHBIX pabOYNX MECTaXx.

Hcrouynnku yrpo3bl — BHYTPEHHHE T[OJIb30BaTeId M IEPCOHAI 00pa3oBaTeIbHOTO
YUpEXKJI€HUS1, BHEIIIHUE CUCTEMBI.

Cnoco0 (Meroa) peaju3anmMu Yrpo3bl — BHEAPEHUE BUPYCOB M JAPYroro BPEIOHOCHOTO
MIPOrpaMMHOTO O0€eCTieueHHUs MPU B3aUMOIEUCTBUY C BHEIIHUMU cucTeMamH ((ainoBblii oOMeH,
3JIEKTPOHHAs TIOYTA U T.I.), @ TAKXKE MPU UCIOIB30BAHUN ChEMHBIX HOCUTENEH HH(pOpMAIMK Ha
aBTOMATHU3HPOBAHHBIX pabOYNX MECTax.

Hcnoab3yemble ySI3BUMOCTH — HEJAOCTAaTKM MEXaHM3MOB 3allUThl HH(POPMALMOHHOM
CUCTeMBI O0Opa30BaTEIbLHOTO YUPEXKIECHUS OT BHEIPEHHUS BUPYCOB U JPYrOro BPEIOHOCHOTO
IIPOrPaMMHOT0 O0€CIeUeHus, CBSI3aHHBIE C BO3MOXKHOCTBIO BHEIPEHHUS BHPYCOB U JIPYroro
BPEIOHOCHOT'O IPOrPaMMHOT0 0OecTIeyeHUsI.

Bua nadopmanum, noTeHUHAIBHO NMOABEPKEHHOI yrpo3e — IporpaMMHoOe obecrieueHue
MH(OPMALIMOHHON CUCTEMBI 00Pa30BaTEIbLHOTO YUPEKICHUS.



Hapymaemoe cBoiicTBO 0€30MaCHOCTH AKTHBOB — I[EJIOCTHOCTb.

Bo3mokHble  MOCTIEACTBHSL  peajM3allid  YIpo3bl —  HApylIEHUE  peXHUMOB
GbyHKIIMOHUPOBaHUS WH(GOPMALMOHHONW CHCTEMbl O0pa30BaTENbHOIO YUPEKIACHHS, MOTEPs
(yTpata) W uCKaxeHHWE HH(POPMALMH, CHUIKCHHE YPOBHS 3alIMIIEHHOCTH WH(GOPMAIIMOHHON
CUCTeMBbl 00pa30BaTEIbHOrO YUpexaeHus. Bemer K BO3MOXHOMY MaTepHallbHOMY yIepOy
00pa3oBaTENbHOMY YUPEKICHHUIO.

4.1.7. OcymiecTBieHHEe  HECAHKIIMOHUPOBAHHBIX  WH(MOPMAIIMOHHBIX  BO3JICHCTBHIA
(Momudukanus KOH(MUTYPAIMOHHBIX JAHHBIX [POrPAMMHO-AMIAPATHBIX CPEACTB, IMOAOOP
ayTeHTH(UKAIIMOHHOW WH(OpMAIMM W T.I.) Ha MUHPOPMAIMOHHYIO CHUCTEMY OOpa30BaTEIIBHOTO
YUPEKIECHUS, OCYIIECTBISIEMBIX M3 BHEITHUX CHCTEM.

M cToYHUKH YIPo3bl — BHEITHHE 370yMBIIIJICHHUKH, BHEIITHHE CHCTEMBI.

Cnocod (MeToa) peanu3auMd Yrpo3bl — HECAaHKIMOHHPOBAHHBIE HH(POPMALMOHHBIC
BO3/ICHCTBUS C  WCHOJNB30BaHWEM  CICIHMAIM3UPOBAHHOIO  IPOrpaMMHO-aNIapaTHOTO
o0ecTieYeHHUs.

Hcnonb3yemble ySA3BHMOCTH — HEIOCTATKHM MEXAHHW3MOB 3aIUTHl WH()OPMAIIMOHHOW
CUCTEMBI 00Pa30BaTEIHLHOTO YUPEKICHUS OT HECAHKIIMOHHUPOBAHHBIX BHEITHUX BO3/ICHCTBHUI.

Bua mndopmanumn, moTeHIHATLHO NMOABEP:KEHHOI yrpo3e — mporpaMMHO-anmapaTHOe
obecriedeHre HHPOPMAITMOHHOW CUCTEMBI 00Pa30BaTEIILHOTO YUPEKIACHUSI.

Hapymaembie cBoiicTBa 6€30MaCHOCTH AKTHBOB — KOH(PHICHINATBHOCTD, IIEJIOCTHOCTb.

Bo3MokHbIe  TOCJHEACTBHS  peajiM3alliM  YIpo3bl —  HapylleHHEe  PEKUMOB
(GYHKIIMOHUPOBaHKUST MH(OOPMALMOHHONW CHUCTEMBI OOPa30BaTEIbHOTO YUYPEKIACHUS, CHIKCHUE
YPOBHS 3alIMILEHHOCTH WH(OPMALIMOHHONW CHCTEMBbI 00pa30BaTENIbHOTO yupexJeHus. Bener k
BO3MO)KHOMY MaTepHalbHOMY yIiepOy oOpa3oBaTeIbHOMY YUPEKICHHUIO.

4.2. lMoauTuka u neau oesonacunoctu a1 AUC

ANC JOJIDKHa 00ecreynTh CJICAOBAHUC ITPUBCACHHBIM HUKC ITPpaBUJIaM 0e30IMacHOCTH:

1. JlomkHa ObITH OOecredeHa perucTpanus M y4eT MOoJydeHHs (BKIIOYas yKa3aHHe CpokKa
NEHCTBUS) COrJacus oOyuatomerocss Ha 00paOOTKy TpPEJOCTaBICHHBIX UM B
o0pa3oBareyibHOE YUPEXKJICHUE CBOUX MEPCOHAIBHBIX JaHHBIX.

2. JlomxHa ObITh OOecriedeHa BO3MOXKHOCTh HAaJIe)KHOTO XPaHEHUS MEePCOHANbHBIX JaHHBIX
paboTHUKOB M oOOy4arommxcs (B TeueHHE JEHCTBUS CpOKa TpPYAOBOTO JIOTOBOpa U
paspelieHns Ha 00pabOTKy MepCOHANBHBIX JaHHBIX COOTBETCTBEHHO).

3. JlomxHa OBITH OO€CIICUeHa BO3MOKHOCTh Oe3omacHoro BoccranoBienus AVC mocie cooeB u
0TKa30B MPOTrpaMMHOro obecreueHus u 000pya0BaHus.

4. JlomxHa OBITH oOecrieueHa 3amuTa WH(QOpMAIMK, COCTABISIONMICH MEpCOHATbHBIC TaHHBIC
paboTHUKOB u  oOyuarmuxcs, mpu ee 00paboTke, XpaHEHMH U [epenade
CHCIIMATM3UPOBAHHBIMU CPEJICTBAMH 3aIIUTHI.

5. JomxHo OBITH obecrieyeHo HaJIn4yue Ha/IJIeKAIINX, 3aIIMIIEHHBIX oT
HECAHKIIMOHMPOBAHHOTO WCIIOJIb30BAaHMS, MEXaHH3MOB PETUCTPAIlMH M TPEAYNPEKICHUSI
anmuuuctparopa AUC o moObIx cOOBITUAX, OTHOCIUXCA K 6e3onmacHocT AVC.

6. JomwkHO OBITh OOECIIEYeHO HAJIMYUE HAIeKANMX W KOPPEKTHO (HYHKIIMOHHPYIOIIHX
CpeACTB aAMUHUCTPUPOBAHUS 0€30MacHOCTH MHPOPMAITMOHHONW CUCTEMbI 00pa30BaTEIHLHOIO
YUPEKIAEHUS, JOCTYITHBIX TOJIBKO YITOJTHOMOYEHHBIM aIMUHUCTPATOPAM.



7.

HOJ’DKHBI OBITE MpEaAOCTaBJICHbBI  MCXAaHU3MBbL ayTeHTI/I(bI/IKaI_[I/II/I, 06CCHC‘II/IB3IOIHI/Ie
AACKBATHYIKO 3alllUTy OT MpsAMOro HWJIM YMBIIUJICHHOIO HApYIICHHA 0e30IMacHOCTH
HapymuTEIIAMH ¢ HU3KUM IIOTCHUOHWAJIOM HAIlaACHUA.

JlomkHBI OBITH OOECIEYEeHbl MEXAaHHW3MbI TEHEpAIMH, HAAJISKAIET0 M 3al[UIIEHHOTO
pacnpesiesieHus, YHUUTOXXEeHUS KII0YeBONH HH(POpMALINY, a TaK)Ke MEXaHU3MbI IH(PPOBaAHUS,
u  dopMmupoBaHHUS DIIEKTPOHHON IMQPPOBON moamUCcH. JlaHHBIE MEXaHU3MbI JIOJDKHBI
(GYHKIIMOHUPOBATh B COOTBETCTBUU C CEPTUDUIUPOBAHHBIMU aJITOPUTMAMHU.

4.3. [TonuTuka U wean 6e3onacHocTH UiA cpeabl pyHknuonuposanusa AUC

Cpena ¢yuaknuonupoanust AUC nomkHa 00eCTeunTh CIICOBAaHUE MPUBEICHHBIM HIKE

IIpaBUJIaM 0€30I1aCHOCTH:

1.

JlomkHa OBITH 0OecrieueHa HHKEHEPHO-TEXHUYECKas! YKPEIUIEHHOCTh 0OBEKTOB Pa3MEUICHHUS
CUCTeMbl O00pabOTKH, XpaHEHUs M Iepenayd HHQOpPMAIMH, COJEp)Kallei CBEACHHS O
[IEPCOHANIbHBIX JTAHHBIX.

OOBbeKThl pa3MellleHusT CUCTeMbl OOpaOOTKH, XpaHeHHs U TMepeaadyu uHopMaIuu,
cojiep Kalieil CBeIeHUs] O MEPCOHAIBHBIX JaHHBIX, JOJDKHBI OBITH 00OPYIOBaHBI CHCTEMOM
OXpaHHOM CUTHAJIM3ALIH.

JloiokHa OBITh MCKITIOYEHAa BO3MOKHOCTh HECAHKIIMOHHMPOBAHHOTO (PM3UYECKOTO JTOCTYIA K
[IPOrpaMMHO-aIIIapaTHBIM ~ AJIEMEHTaM CUCTEMbl OOpabOTKH, XpaHEHUs U Iepeladu
nHpOpMaINH, COIEpKaIIeH CBEJICHUS O NMEPCOHAIBHBIX JAHHBIX, CO CTOPOHBI IIOCTOPOHHHUX
JIULL

Ha oObekrax cucrembl 00pabOTKM, XpaHEHMs U Mepenadd HH(OpMaluu, cojepKarien
CBEJIEHUSI O MEPCOHAJBHBIX JaHHBIX, JOJDKHO OBITH 00ECHEYeHO HaIM4yhe M HaJyIexariee
UCIOJIb30BaHUE CPEJCTB AHTHUBUPYCHOW 3alllUThl, CEPTU(UIHMPOBAHHBIX IO TPEeOOBAHUAM
6e3onacHoCcTH. J{oJKHO OBITH 00ECTIEYeHO peryyispHOe OOHOBJIEHNE aHTUBUPYCHBIX 0a3.

OOBeKTHl cUCTEMBI 00pAaOOTKH, XPAaHEHUS U Nepeadl HHPOpMaIUK, COAepIKaIlel CBeIeHUs
O MEPCOHANIBHBIX JaHHBIX, IOJDKHO OBITh MOJKIIOYEHBI K BHEITHUM BBIYHUCIUTEIBHBIM CETSIM
o0IIero MOJBb30BAaHUSA C  MCIOJIB30BAaHMEM  HAUIEKAIIUX  CPEJICTB  MEKCETEBOIO
HKpaHUPOBaHUs, CEPTUDHUIIMPOBAHHBIX 110 TPEOOBAHUAM O€30aCHOCTH.

Ha oObekrax cucrembl 00pabOTKM, XpaHEHHMs U Mepenadd HH(OpMaluu, cojepiKaiien
CBEJIEHUSI O IMEPCOHAIBHBIX JAHHBIX, JOJKHO OBITh 00ECIEYEeHO OTCYTCTBHME HEIITATHBIX
MPOrpaMMHBIX CpEJICTB, HE HUMEIONIMX OTHOIIEHHWE K TMpoleccy (QYHKIMOHUPOBAHUS
00pa30BaTENBHOTO YUPEKICHUS.

JlomkHbI OBITH OO€cIiedeHbl YCTaHOBKA, KOH(UIypupOBaHHE W YHpaBlIE€HUE MPOrpaMMHO-
annapaTHeIMU cpeactBamMu AVC B cOOTBETCTBUHU € PYKOBOJCTBAMH U COTJIACHO OLIEHEHHBIM
KOH(UTyparusm.

[Tepconan, oTBeTcTBEeHHBIH 3a anMuHucTpupoBanue AVC, nomkeH ObITh OJaroHaeKHBIM U
KOMIIETEHTHBIM, M PYKOBOJACTBOBATHCS B CBOEH JE€ATEIIBHOCTH COOTBETCTBYIOLIEH
JIOKYMEHTAIUEH.



9. VnonnomouenHole Ha pabory ¢ AMC omneparopsl JOKHBI OBITH OJIaroHaJI€KHBIMH,
PYKOBOJICTBOBAThbCsSl B CBOEM padoTe AKCILTyaTalMOHHOM nokymeHTauued Ha AUC, a ux
COBMECTHBIE JIeHICTBUS JOJKHBI OBITh HAlpaBlIeHbl UCKIIOUUTEIBHO Ha BBIIOJIHEHHUE CBOUX
(GYHKIMOHATBHBIX 0053aHHOCTEH.
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